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Abstract of the contribution: This contribution discusses a method to prevent fake base station based on enhanced cell reselection criteria.
Introduction 
This contribution proposes a method to prevent fake base station based on enhanced cell reselection criteria.
[bookmark: _Toc463451524]2	Background
Fake base stations can trigger UE to start cell reselection procedure and Location Update procedure by system information parameters, and then impersonate the CN to collect user privacy, to send SPAM to UE or even more to induce UE download malwares. For the past two years, the GSMA FSAG working group frequently discussed the fake base station problem, telecom operators and equipment providers also paid great attention to it, but there’s no widely accepted practical solution. 
After deep studies and analysis, including reverse engineering, code analysis, we found that fake base stations usually originated and enhanced from open source software and hardware, which have some special characteristics. Based on these characteristics, fake base stations can be detected and prevented by enhancing the process of UE cell reselection. In China, many cell phone brands already have the enhanced function, whose baseband chips are from three different international manufactures. After more than one year’s tracking and collecting feedback, we found no negative effects to normal communication functions.
[bookmark: _Toc463451525]3	Method to prevent fake base station
3.1 Analysis of fake base station
（1）Cell access parameters
In order to trigger more UEs to cell reselection, parameters like RXLEV_ACCESS_MIN, MS_TXPWR_MAX_CCH, CRO, are obviously different from that of normal base stations. These parameters are all set to 0 in default. 
In order to trigger more UEs to Location Update process, fake base stations would set different LAC id and CELL id from the current serving cell. Besides, fake base stations usually keep on moving in order to avoid detection, thus, but LAC id and CELL id do not change according to the current serving cell. The default values of LAC id and CELL often are 0 and 65535, which is obviously abnormal. 
From the technical view, fake base stations can change the above parameters to make it normal.
（2）Service capability
For simplicity and performance, fake base stations do not provide PS service, and related parameters are not included in the system information. 
At present, the most found fake base station software does not support the PS functionality and has no PS related system information.
More software development work is needed to support these functionalities.
（3）Networking functionality
In general, fake base stations are independent and do not consider networking, so system information does not include neighboring cells. 
The fake base station software does not have the function to configure and broadcast neighboring cell system information. 
In theory, fake base station software can develop neighboring cell functions and broadcast neighboring cells. If fake base station impersonate a cell and broadcast some neighboring cells, but its neighboring cells’ neighboring cell may not include the fake base station, this will result in more unidirectional neighboring or abnormal relationships, while normal neighboring relationships usually are bidirectional.
3.2 Cell reselection process
According to the 3GPP specifications and cell reselection criteria, UE shall measure on all neighboring cells in BA list. UE shall implement the cell reselection evaluate process on the selected neighboring cells.
3.3 Prevention method
In the UE cell reselection procedure, in addition to the access parameters, analysis of access parameters, service capabilities, networking function can be considered. If there is any abnormal, UE can just downgrade the cell’s priority, for example, move the cell from the first to the sixth. This will guarantee UE will finally find a cell to camp, in the worst case that all cells are abnormal.
In this way, UE tend to select base station which is normal in aspect of cell access, serving capability and networking. Even UE select a cell which is not the best, the voice and message services may not be affected. 
4	Proposal
It is proposed that SA3 discuss and decide whether to enhance the procedure of cell reselection, eg. like the above method, to avoid the fake base stations in 2/3/4G networks.
